RAS over SNA - Education and Internals





This document is intended as a educational guide to RAS over SNA. It consists of an overview of the RAS architecture, the enhancements added to support RAS over SNA (SnaRas) and RAS over NetBios (RasEther) and an Internals guide to SnaRas. The document assumes the reader has a basic knowledge of RAS functionality (ie. has seen RAS configured and used).





Overview of Remote Access Server





RAS allowes an NT server to connect to remote network servers over Async(modem), ISDN or X.25 links and appear as though it were connected directly to the remote network. RAS provides the mechanisms for bringing up a RAS connection, routing all the local network messages over the RAS link between Server and Client, and closing it down again.





A simplistic view of the way "standard" RAS works is as follows.





�SYMBOL 183 \f "Symbol" \s 10 \h�	Async, X.25 and ISDN Setup installs the physical devices available.


�SYMBOL 183 \f "Symbol" \s 10 \h�	RAS config configures "ports" from these Async, ISDN and X.25 devices.


�SYMBOL 183 \f "Symbol" \s 10 \h�	The devices are set up to allow connection of RAS Client to RAS Server.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Using the RAS control programs, Remote Access Server(Server) and Rasphone(Client), a connection is made between the two.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Once the connection has been made network traffic can flow across the RAS link.





The diagram below shows the architecture of RAS in Daytona. The main features of the architecture are as follows.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The "Connection" plane of RAS, basically the left hand side of the diagram below the RAS Supervisor. The RAS supervisor component at the top is either the Remote Access Service, (the RAS Server), or RASPHONE.EXE, (the RAS Client). Both these components use the services of the RAS Connection Manager, RASMAN, to handle the activation/deactivation of connections through the Media/Device DLLs. There is a different Device/Media DLL for each transport.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The "Data" plane of RAS, the right hand side of the diagram. At the top is the standard network stack in NT, down to NDIS 3.0. (If the stack were drawn fully the Token Ring/Ethernet drivers and cards would complete the stack to the right of the WAN Wrapper below the NDIS 3.0 line). Below NDIS 3.0 in the RAS stack we have the WAN Wrapper containing MAC drivers for the transports that RAS supports. This WAN Wrapper and MAC drivers handle all the data transfer going out across the RAS Client/Server connection.





To get better understanding of how "standard" RAS transports work and the internal interfaces used refer to the RAS over LU6.2 for SNA Server Specification. 
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The RAS Architecture in Daytona





Note that in the "standard" architecture the Media/Device DLL is purely part of the "Connection" plane and is only involved in connecting and disconnecting the RAS connection.


�
SnaRas and RasEther





To support SnaRas and RasEther transports under RAS several changes to the way RAS works were required.





�SYMBOL 183 \f "Symbol" \s 10 \h�	RAS setup needed to be able to detect the new transports and the "devices" supported and use them to configure ports. (The existing transports have entries in the registry specifying the device, there are none for the new transports)





�SYMBOL 183 \f "Symbol" \s 10 \h�	RASMAN must be able to detect that ports have been configured for the new transports and load the correct media/device DLL for them.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The new transports are accessable from user mode and not as drivers so there needs to be a method for accessing them.





To solve these the following was done 





�SYMBOL 183 \f "Symbol" \s 10 \h�	RAS config, RASCFG.DLL, which is used in RAS setup in the NCPA, now looks for new transports in the registry. A new key "OTHER DEVICES" was added to SOFTWARE\MICROSOFT\RAS under which the key INSTALLED specifies the new "devices" which can be configured as ports. Once ports have been configured for a new transport entries for the new ports are written into CONFIGURED under OTHER DEVICES and the transport is added as a dependancy of RASMAN.





�SYMBOL 183 \f "Symbol" \s 10 \h�	RASMAN now recognises RasEther and RasSna as transports and if ports are configured for them the correct Media DLL is used.





�SYMBOL 183 \f "Symbol" \s 10 \h�	ASYNCMAC, the async miniport, was extended to support the new transports. Instead of passing messages down to the serial driver it now routes new transport messages back up to a devioctl interface exposed in user space. 





These changes provided the support in "standard" RAS to allow the two new transports to be implemented as a simple Media/Device DLL.





The diagram below indicates the architecture for the new transports. 
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The SnaRas/RasEther Architecture in Daytona





The diagram shows how the ASYNCMAC driver has been extended back up to the user/kernel space. 





This has changed the pure "connection" plane/"data" plane model we had before because the "driver" support for sending and receiving data has now moved from a driver below the miniport to the Media/Device DLL. 





Below is a simple diagram of how SnaRas fits into the architecture. It supports both the Media/Device interface (connection management) and the Devioctl interface (data transfer) using APPC to provide both services.
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From the outside the new Media DLLs have 3 distinct interfaces.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The Media/Device control interface from RASMAN. This interface handles all the commands to Listen/Connect/Disconnect through a RAS port.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The devioctl interface allowing us to Open (indicating a new connection to a network is available), Close, Send and Receive data across a RAS connection.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The interface to the transport being used by the particular RAS media, APPC in the case of SnaRas.





The Internals of RAS over SNA





This section has been split into 4 parts. The first covers the components in our implementation of the SnaRas Media DLL and the internal interface between them, the next two looks deeper into the individual components giving their internal architecture and pointers to the code. The final section looks into SnaRas Setup.





Components in SnaRas





The SnaRas Media DLL was split into two DLLs during development, separated by the SnaRas Interface (SRI). The SRI is an internal interface between RASSNA.DLL, which handles the two external Media DLL interfaces, and SNARAS.DLL which handles all the APPC transport. RasSna was developed in two parts to allow us to code and test thoroughly the transport part of the code without having to wait for the Media DLL interfaces to "firm up". 





The diagram below indicates how SnaRas hangs together.
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The SRI is an asynchronous interface with completion via a callback. It provides the Media DLL with the ability to initiate or receive calls and transfer data over a full duplex transport and is based on the APPC support in SNA Server. The design and implementation is very similar to that in RAS over LU6.2 for SNA Server design. The following table updated from the Design indicates the calls supported by the SRI.








Message�
Req. Direction�
Purpose�
�
SRI_Initialize�
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Request SnaRas to initialize. This request indicates the maximum number of ports and whether this is a RAS server or client.�
�
SRI_BindOutgoing�
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Request for outgoing binding of a line control block (plus associated resources) to the given Media DLL call control block. �
�
SRI_BindIncoming�
SnaRas   �symbol 222 \f "Symbol"�� RasSna�
Request for incoming binding of a Media DLL Call control block (plus associated resources) to the given line control block. �
�
SRI_Connect�
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Request to establish a line to the remote SNARAS who address is passed on the message.�
�
SRI_IndicateLineUp�
SnaRas   �symbol 222 \f "Symbol"�� RasSna�
Indicate that a line is now available for data transfer.�
�
SRI_Send�
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Request to send the attached data frame out over the specified line. (Data frame remains valid until the response is received.)�
�
SRI_IndicateReceive�
SnaRas   �symbol 222 \f "Symbol"�� RasSna�
Offer of the attached data frame received over the  line associated with the specified Media DLL call. (Data frame remains valid until the response is received.) �
�
SRI_Disconnect �
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Request to disconnect the specified line. �
�
SRI_IndicateLineDown �
SnaRas   �symbol 222 \f "Symbol"�� RasSna�
Issued by the line manager to indicate that a line has been disconnected.�
�
SRI_Unbind �
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Request unbinding of the specified control block pair and freeing of any allocated resources.�
�
SRI_Terminate�
RasSna   �symbol 222 \f "Symbol"�� SnaRas�
Requests SnaRas to shutdown and free resources�
�



Tab 2. Summary of SRI Messages





In Chapter 10 of  the Design are the message flows for line connect, data transfer, line disconnect and line termination.. These are very close to the way this is coded in SnaRas.DLL except for





�SYMBOL 183 \f "Symbol" \s 10 \h�	The naming convention. The TNI is now the SRI and the NLM is the SnaRas DLL 


�SYMBOL 183 \f "Symbol" \s 10 \h�	On the Accepting NLM (the SnaRas DLL on the Server side) the naming of the Send and Receive conversations is reversed.  To simplify the code for both Server or Client side, a "Send Data" is always done on the Send Conversation and a "Receive Data" on the Receive Conversation.


�SYMBOL 183 \f "Symbol" \s 10 \h�	The IndicateIncoming message was not required in the actual implementation so has been removed.





The RasSna DLL





This DLL is the glue between the Port/Device interface,  the Asyncmac devioctl interface and the SRI. It handles commands from RASMAN requiring ports to be primed to "listen" for calls and initiate calls, handles the passing handles for open connections from ASYNCMAC to RASMAN and transfer of data to and from ASYNCMAC and the SRI once up. The code in the RasSna DLL (all in RASSNA.C) can be split into 4 bits.





�SYMBOL 183 \f "Symbol" \s 10 \h�	Initialisation. RasSna reads the registry under software\microsoft\ras\other devices to determine the ports configured and sets up control blocks for them. Also in initialisation it starts up two threads, the GiveFramesThread() and the GetFramesThread() which are used for the passing of frames up and down through the devioctl interface.





�SYMBOL 183 \f "Symbol" \s 10 \h�	Support for the Media/Device interface - The Portxxxx/Devicexxxx calls. Most of these calls are asynchronous, completing by setting an event on which RASMAN issues another call to get the status. The handling of the calls is based on the simple state table for the ports and usually involves issuing an SRI verb. 





�SYMBOL 183 \f "Symbol" \s 10 \h�	Routines to issue or handle the completion of SRI verbs - The SRI_ routines. All SRI verbs complete via a callback and once again the action taken is driven by the state the port is in on completion.





�SYMBOL 183 \f "Symbol" \s 10 \h�	The devioctl interface to AsyncMac - the Devioctl calls. This interface wakes up when a RAS connection through APPC connects. The call to ASYMAC_ETH_OPEN in PortConnect() returns an Endpoint for the connection and from then on RAS can use this connection. Once we have an endpoint receives primed using ETH_GET_ANY by the GetFramesThread() can complete at any time and are indicated by kicking the GetFrameEvent. As each of these completes it is passed on to the transport as an SRI_SEND or queued up if one is already outstanding. In the opposite direction, data received from the transport coming in as SRI_INDICATERECEIVE calls is queued up for the GiveFramesThread to pass onto ASYNCMAC using the ETH_GIVE_FRAME verb. The ETH_CLOSE verb is used when the connection has been brought down.





The SnaRas DLL





As indicated above the SnaRas DLLs SRI has an asynchronous interface with completion via callback (the exceptions to this are SRI_Initialise and SRI_Terminate). On the APPC side it also uses an asynchronous callback interface (developed for CPIC) for its APPC support. This gives us a neat architecture.





There are only two entry points into SnaRas.DLL, both in SNARAS.C





�SYMBOL 183 \f "Symbol" \s 10 \h�	SRISnaRas() for SRI verbs from RasSna.DLL and callback completion of SRI verbs sent by SnaRas to RasSna.





�SYMBOL 183 \f "Symbol" \s 10 \h�	SRAPPCCallback() for completion messages from APPC.





All these two routines do (except in the case of SRI_Initialise and SRI_Terminate) is to attach the message to a work buffer, queue it in a work Q and kick an event to tell the work manager there is something to do. This ensures that everything is processed in order and we have no locking problems. (Initialisation and termination were made synchronous due to problems with being called in the DLLEntryPoint processing of higher up DLLs)





The work manager which is set up in the DLLEntryPoint calls ProcessAPPCWork() with APPC completion messages and ProcessSRIWork() for SRI or SRI completion messages. The two routines, found in SRAPPC.C and SRSRI.C respectively, process the verbs.





All processing of verbs is handled through a simple state table, with the state stored in the line control block. The line control block handles a single RAS "Port" which when connected this consists of a pair of APPC conversations, one send and one receive. 





Both the RASSNA and SNARAS DLLs are built in traced form, TRCSNA and TRCRAS respectively. These versions create trace files named RASSNA.TRC and SNARAS.TRC in the directory from which the RAS supervisor program loading them was run (usually \winnt\system32). There is currently no way to start and stop tracing dynamically.





SnaRas Setup





Setup uses the standard SNA Server setup executable with a single INF file, SETUP.INF, which is used for both installation and removal of SnaRas. The structure of the INF file is quite straightforward.





�SYMBOL 183 \f "Symbol" \s 10 \h�	[Shell Commands] is the mainline routine


�SYMBOL 183 \f "Symbol" \s 10 \h�	read-syms xxxx sets up the variables defined in [xxxx]


�SYMBOL 183 \f "Symbol" \s 10 \h�	install xxxx calls routine [xxxx]


�SYMBOL 183 \f "Symbol" \s 10 \h�	detect xxxx calls routine [xxxx] which sets up variables through library calls


�SYMBOL 183 \f "Symbol" \s 10 \h�	ui start loads a generic dialog indicating error or prompting for confirmation





The processing performed in the INF file is as follows





�SYMBOL 183 \f "Symbol" \s 10 \h�	Check for the correct level of NT and that RAS is installed


�SYMBOL 183 \f "Symbol" \s 10 \h�	Check if SnaRas is installed and confirm installation/removal





If installing





�SYMBOL 183 \f "Symbol" \s 10 \h�	Check SNA Server is already installed


�SYMBOL 183 \f "Symbol" \s 10 \h�	Copy binaries to SNA server system directory


�SYMBOL 183 \f "Symbol" \s 10 \h�	Set up eventlog entry so Eventlog can find SnaRas message text


�SYMBOL 183 \f "Symbol" \s 10 \h�	Set up SnaRas devices under OTHER DEVICES key. This is hardcoded to 10 for the Beta release. We need to prompt for this in the actual product.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Add SnaBase to RASMAN dependancies


�SYMBOL 183 \f "Symbol" \s 10 \h�	Prompt the user to configure the SnaRas ports required when the NCPA loads


�SYMBOL 183 \f "Symbol" \s 10 \h�	load the NCPA 


�SYMBOL 183 \f "Symbol" \s 10 \h�	prompt the user for reboot to sort out the bindings.





If removing





�SYMBOL 183 \f "Symbol" \s 10 \h�	If SnaRas ports configured load NCPA and get user to remove them


�SYMBOL 183 \f "Symbol" \s 10 \h�	Remove installed devices


�SYMBOL 183 \f "Symbol" \s 10 \h�	Remove eventlog entry


�SYMBOL 183 \f "Symbol" \s 10 \h�	Remove binaries


�SYMBOL 183 \f "Symbol" \s 10 \h�	Remove snabase dependancy


�SYMBOL 183 \f "Symbol" \s 10 \h�	Prompt for reboot.








